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1. Introduction

The Government of India (GOI) has rolled out the NPS for all citizens from 1stMay 2009.
Hence, various facilities (like opening Permanent Retirement Account, contributing to
NPS etc) will be required to be provided to all the citizens (known as ‘Subscribers’ in the
NPS architecture) at various locations across India. These processes shall be carried out
through the entities known as Points of Presence (POPs) appointed by the PFRDA. POPs’
shall provide the services under NPS through their network of branches called POP
Service Providers (POP-SP).

2. Model of Interface with CRA:

For interfacing with CRA system, according to their convenience, a POP can opt any one
of the following models of operation at the time of registration in the CRA system:

(a) *Centralised Model: All the activities related in the CRA system will be carried out by
the POP

(b) De-centralised model: All the activities in the CRA system will be carried out by
POP-SPs and POP will act as oversight mechanism

(c) Quasi-Centralised Model: All the activities except fund transfer will be carried out by
the POP-SPs. Fund Transfer to trustee Bank will be done by POP

* Further Centralised Model is split into three sub models i.e., role A, role B and role C on
the basis of the functions being performed by the POP and POP-SPs

The roles of POP and POP-SPs under each mode of operation are given below:

2.1 Centralised Model:
Uploading/Capturing Entity in each sub mode
within Centralized model
Functionality Role A Role B Role C
Contribution Upload/Fund Transfer POP POP POP
MIS Upload POP POP POP-SP
Subscriber Details Update (Both Tier I POP POP-SP POP-SP
& 1)
IPIN-TPIN / PRAN Request POP POP-SP POP-SP
Withdrawal Request POP POP-SP POP-SP
Subscriber Shifting Request POP POP-SP POP-SP
TIER 2 Activation POP POP-SP POP-SP
Grievance Raising/Resolving POP / POP-SP | POP / POP-SP POP / POP-SP




Option to view/generate Transaction

Statement/Statement of Holding POP-SP POP-SP POP-SP

2.2 De-centralised and Quasi-Centralised Model:

Uploading/Capturing Entity in each mode
Functionality De-centralized Quasi-Centralized
Contribution POP-SP POP-SP
Upload
Fund Transfer to | POP-SP POP
Trustee Bank
MIS Upload POP-SP POP-SP
Subscriber POP-SP POP-SP
Maintenance

This document explains in detail the procedure of creation of user id and/or allocation of
specific role for each user id depending on the model of interface adopted by the POP.

3. User ids for accessing CRA system:

Once the POP is registered in the CRA system, two ‘Admin user IDs” will be created in
the CRA system. POP is required to provide ‘Digital Signature Certificate (DSC) details’
for these two “Admin user ids” (Through Form N1-A). Once the DSCs are mapped to the
Admin user ids, POP will be able to create operational User ids for itself as well as for the
registered POP-SPs. (For more detailed information on registration of POP, POP-SPs and
submission of DSC details to CRA, please refer to the ,SOP on Registration' available in
the CRA website).

3.1. Requirement of Operational user ids:
Based on the model and/or sub-modes opted by a POP, the mandatory requirement of

the number of operational user IDs varies. The number of operational user ids
mandatorily required under each model is given below:




Model of interface with | No of operational DSC | No of operational DSC
CRA based user IDs required | based user IDs required
- POP - POP-SP

Centralised model — Role A Two NA
Centralised model — Role B One Two
Centralised model — Role C One Two
Decentralised model One Two
Quasi-centralised model Two Two

Under Role A, the POP-SPs will be able to access the CRA system using password based
login to CRA system. Using the password based login, the POP-SPs will be able to view
the subscriber details, print Transaction Statementand handle grievance related activities.
In case of Centralised model -Role B as well as Role C and in case of Decentralised and
Quasi-centrlaised model, the POP- SPs will have Digital Signature Certificate based login
access to the CRA system. In case of all the models, POP shall have DSC based
authentication.

4. Creation of User IDs by POP Admin User:

Operational DSC based user IDs for POP:

Once the POP is registered in the CRA system, two “Admin user ids” will be created in
the CRA system. POP is required to provide ‘Digital Signature Certificate (DSC) details’
for these two ‘Admin user ids’ (Through Form N1-A). Once the DSCs mapped to the
Admin user IDs, POP will be able to create operational User ids for POP as well as for the
registered POP-SPs in case of Centralised, De-centralised and Quasi-centralised model.
Similar process to be followed by POP Admin user irrespective of model selected.
Process of User IDs Creation for POP operational user is as given below:

4.1. Capturing the request by POP Admin User in CRA system:
e POP Admin user (capturer user) shall login to CRA system with DSC based user ids
allotted to POP by CRA as shown below in Figure 1:
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e On successful login, the home page containing the various menus, as shown below

Welcome to Central Record-Keeping Agency

/" Nodal Offices / Other Intermediaries

© PN
@ Digital Certificate

Subscribers

UserID

Password

Forgot Password?

> Check Grievance Status
» Check Status using Receipt Number

— O O e
N4

UserID 130015101

» Check Grievance Status
» Check Subscriber Registration Status

RS XL b | —
.

Home | ContactUs | SystemConfiguration | Entrust Secured

in Figure 2 will be displayed.
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Welcome Point of Presence-130015101

User Mai Error

Change DSC
Authorize Change DSC
User Deactivation
Re-Issue of I-PINT-PIN

Authorize Re-Issue of |-
PINT-PIN

Reaister DSC User

Register Password User [ decided that from May 1, 2012, remittances without information on funds transfer will be returned. Further, SCFs pending will be deleted after 15 days. For details, Click Here "

Authorize User
Request Status View
Authorize User Status

ResetI-PIN

e From the menu, POP Admin user shall click on the ,User Maintenance' menu and

ion Module

Figure 1

11-Dec-2013

Wel to Central R

ping Agency

Click here to view list of claim ids awaiting any action

To view the details of funds returned by the Trustee Bank, please Click Here

Home | ContactUs | SystemConfiguraton | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 2 & above with a resolution of 1024 X 768.

Figure 2

select the option ,Register DSC User" as shown above in Figure 2.

e CRA system shall prompt the POP Admin user to select the user group, user type
and the POP-SP Registration Number shall be displayed automatically for which

the User Id to be created in the system as shown in below Figure 3:
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Welcome Point of Presence-130015101 17-Dec-2013 Home | Logout

User Maintenance  Error Rectification Module

»  Registration

User Group POP =

User Type User b4

Entity Registration No. 000144
[Reeet]

Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure.3

e POP Admin user shall select user group, user type and click on the ‘Submit” button.
Once the ,Submit" button is clicked, a screen as shown in below Figure 4 shall be
displayed to the POP Admin user in case of Centralised model. The Admin user is
required to select the ‘Role ID” on the basis of the model opted. In case of

decentralised / quasi-centralised model, there will be default option in the field ‘Role
ID.

‘Welcome Point of Presence-130015101 17-Dec-2013 Home | Logout

User Maintenance  Error Rectification Module

®  Registration of DSC Based User

* Mandstory Fields

Entity Id 1300151

User Name ™ Bhawani Singh
User Designation Asst Manager

User Department CRA

Email Id bhawanis@nsdl.co.in

Certificate Serial Number™ 12245abcds

Certifying Authority™ Jt=n géwigegaerﬁging Aulf;onty v
 —

40-POP_Ops_ModA_Rol2
40-POP_Ops_ModA_RoleA
97-KOTAK_POP_user

Tata Gog

Role 1d*

Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure.4

e POP Admin user shall enter all the details of POP user (User Name, User
Designation, User Department, Email ID, Certificate Serial Number and Certifying
Authority from drop down menu) and select the role ID as POP has opted (in case of
centralized model). POP Admin user shall click on the “Submit’ button. After
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clicking on submit button, system shall prompt the user to select the Digital
Signature Certificate as shown below in Figure 5:

| Select a Certificate

~ - i ) SR y A .
- "- ) - a 5 43
Welcome Point of Presence-130015101 iT‘" Home | Logout

User Maintenance  Error Rectification Module TATA ‘

TATA CONSULTANCY SERVICES

Select the Certificate you want to use.
- Click View Certificate for Certificate Details.

»  Registration of]

Issued To Issued B Serial No. Expiration Date | Issuer Details

ory Fields
Entity Id
User Name « n ] »
User Design
OK | Cancel View Certificate
User Depart: 1

Email Id E A
Certificate S¢f LR am

Copyright & 2006 Tata Consultancy Services Ltd,

Certifying Aut|

Role 1d™ 40-POP_Ops_ModA_RoleA ~

Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 2 & above with a resolution of 1024 X 768.

£ NSDL

ionDSCSubmit.do?ID=-11 ister DSC [@ / Trusted sites | Protected Mode: Off a4 v ®100% -~

Figure.5

POP Admin user shall select the Digital Signature Certificate pertaining to the user
currently logged into the CRA system and click on ,OK" button. After that user ID
shall be created and ,Registered Successfully'. The same will be displayed to POP
Admin user as shown below in Figure 6.

Welcome Point of Presence-130015101 17-Dec-2013 Home | Logout

User Mail

Error ion Module

Registered Sucessfully !!

The User ID€QEENEEREE 2

Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resclution of 1024 X 768.

Figure 6




4.1.2. Authorisation of the User IDs creation in CRA system:

e For authorization of user IDs creation, POP Admin user (Authoriser) shall login to
CRA system with the DSC based User ID. POP Admin user shall select the option
,User Maintenance' and then ,Authorise User' from the drop down menu from
the main menu (as shown in Figure 2). On selecting the required option, the screen
as shown in Figure 7 below will be displayed to the user.
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Central Recordkeeping Agency

Welcome Point of Presence-130015106 17-Dec-2013 Home | Logout
User Mail Error i ion Module
[ Userid [ __Entityid | Auth Type Created By Creation Date
Authorize ©
130015118 1200151 POP_Ops_ModA_Rolej DsC 130015101 2013-12-17
Reject
Home | ContactUs | SystemConfiguration | EntrustSecured

Best viewed in Internet Explorer 7.0 8 above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure 7
e In Figure 7 POP Admin user shall be able to view the details of POP User on clicking

on the link of ,User Id* and POP User IDs details will be displayed, a screen as
shown in below Figure 8:

) NSDL Centfal Record

Welcome Point of Presence-130015106

17-Dec-2013 Home | Logout

User Maintenance  Error Rectification Module

[ serid [ __Entiyid | Rolehame | __Authtype | __CreatedBy ] ___ CreationDate | Acton _____]
Authorize | @)
1300151 1200151 POP_Ops_ModA_RoleA DsC _ 130015101 2013-12-17 =y
€ Welcome to Central Record Keeping Agency - Windows Intemet Explorer
) NSDL
Userld 130015118
User Name Bhawani Singh
User Designation AsstManager
User Department CRA
Email Id bhawanis@nsdl.co.in
User Group POP
User Type User
Role Id 40
Certifying Authority Tata Consultancy Services Certifying
Authority

Certificate Serial 12345abcds =d
A fon of 1022 X 788

Figure 8




The verifier user shall verify the details captured with the given by POP user and if
found in order, shall authorise the request by selecting the “Authorise” option and
click on the ,Submit' button. After clicking on submit button system shall ask to
select the Digital Signature Certificate which is shown in below Figure 9:
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‘Welcome Point of Presence-130015106

17-Dec-2013 Home | Logout
User Maintenance  Error Rectification Module
[ usera | _Emiyd ] RoeName | Auth Type Creation Date
Authorize ©)
130015118 1300151 POP_Ops_ModA_RoleA DSC 130015101 2013-12-17 R
——— N AT R ) eject
Select a Certificate :
TATA CONSULTANCY SERVICES i
'I'A'I’A'
R Select the Certificate you want to use.
| —_| Click View Certificate for Certificate Details.
Issued To Serial No. Expiration Date | Issuer Details

mn ] »

oK I Cancel View Certificate

a TATA

‘Chruvari

Figure 9

of 1024 X 768.

POP Admin user shall select the Digital Signature Certificate and click on ,OK"

button. After that ID shall be authorised and ,Authorisation Successfully" display
to POP Admin User which is shown in below Figure 10:
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Weicome Point of Presence-130015106

Central

Recordkeeping Agency

17-Dec-2013 Home | Logout
User Maintenance  Error Rectification Module

< Authorization Successful >

Authorization/Rejection is successful.

Home | ContactUs | SystemConfiguration | EntrustSecured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure 10
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e If the POP Admin verifier user observes any discrepancy; verifier shall reject the
request by clicking on the “Reject’ button. On rejection, a message will be displayed.

e On successfully authorisation of user IDs created in CRA system by POP Admin
User, POP operational user can login into CRA system using the DSC based user IDs
after installation of Digital Signature Certificate on their system.

5. Operational user ids for POP-SPs:

5.1. Centralised Model —-Role A
As all the activities (Contribution File Upload, Fund Transfer to Trustee Bank,
consolidated MIS Upload and Subscriber Maintenance) related to system shall be
done by POP operational user, password based login shall be provided to POP-SP to
view the details of subscriber, print SOT and handle the grievance activities in CRA
system.

5.1.1. Capturing the request by POP Admin User in CRA system:

e POP Admin user (capturer user) shall login to CRA system with DSC base user ids
allotted to POP by CRA as shown above in Figure 1:

e On successful login, the home page containing the various menus, as shown above
in Figure 2 will be displayed.

e From the menu, POP shall click on the ,User Maintenance' menu and select the
option ,Register Password User" as shown above in Figure 2.

e CRA system shall prompt the POP Admin user to select the user group, user type
and POP-SP Registration Number for which the User Id to be created in the system

as shown below in Figure 11:

£ NSDL

Welcome Point of Presence-130015101 17-Dec-2013

User Maintenance Error Rectification Module

»  Registration

User Group POP-SP
User Type User

Entity Registration No @

Home Contact Us System Configuration Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.
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Figure 11

POP Admin user shall select user group, user type and enter the POP-SP Registration
Number and click on the “Submit’ button. Once the ,Submit' button is clicked, a screen
as shown below in Figure 12 will be displayed to the POP Admin user.

) NSDL

Weicome Point of Presence-130015101

Home | Logout

User Maintenance Error Rectification Module

»  Registration of Password Based User

* Mandstory Fields

Registration No. 6005576
User Name * Bhawani Singh

User Designation Asst Manager
User Department
Email Id

Role ld

Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure 12

POP Admin user shall enter all the details of POP-SP user (User Name, User Designation,
User Department and Email Id) and select the role ID as ‘Role A’. When the POP Admin
user clicks the ‘Submit’ button, system shall prompt the user to select the Digital

Signature Certificate which is shown in below Figure 13:

Welcome Point of Presence-130015101 17-Dec-2013
User Maintenance  Error Rectification Module — —
Select a Certificate
q9v
TATA CONSULTANCY SERVICES
'I'A'I'A‘
»  Registration of Password Based User

R Select the Certificate you want to use.

==] click view Certificate for Certificate Details.
Registration No 6005576 Serial No. Expiration Date [ Issuer Details
User Name = Bhawani Singh
User Designation Asst v.iannger
User Department CRA

< [ ] »
Email Id bhawanis@nsdl.co.in

e OK I Cancel View Certificate
Role ld 42-POPSP_Ops_ModA_RoleA
Ohriverd
Copyright € 2006 Tata Consultancy Services Ltd,
Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 2 & above with a resolution of 1024 X 768.

Figure 13
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e POP Admin user shall select the Digital Signature Certificate pertaining to the user
currently logged into the CRA system and click on ,OK" button. After that user ID
shall be created and ,Registered Successfully" display to POP Admin User which is

shown in below Figure 14.

£ NSDL

Welcome Point of Presence-130015101

User Maintenance Error Rectification Module

Registered Sucessfully !!

Wgallger 1D is 1400558102

Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure 14
5.1.2. Authorisation of the User IDs creation in CRA system:

e For authorization of user IDs creation, POP Admin user (Authoriser) shall login to
CRA system with the DSC based User ID. POP Admin user shall select the option
,User Maintenance - Authorise User' from the main menu (as shown in Figure 2).
On selecting the required option, the screen as shown in Figure 15 below will be

displayed to the user.

13




17-Dec-2013 Home | Logout

User Mail Error i Module
[ Userid ] Entity Id Auth Type Created By Creation Date [ Acton ]
Authorize ©
1400558105 14005581 POPSP_Ops_WModA_RoleA 130015101 2013-12-17 =
Ele
Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure 15

POP Admin user shall be able to view the details of the user ID of POP-SP. User on
clicking on the link of ,User ID" and POP-SP User IDs details shall be displayed
along with the option to ‘Authorise or Reject’ request, a screen as shown in Figure
16 below shall be displayed:
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Welcome Point of Presence-130015106

Home | Logout

User Maintenance  Error Rectification Module

[ Userd | __Entiyw ] RoleName ___________| _ Authiye Created By [ CreatonDate | ______Action ___|

Authorize | @)
1400558105 14005581 Password 130015101 2013-12-17
S Reject | ®

Userld 1400558105

User Name Bhawani Singh

User Designation Asst Manager

User Department CRA

Email Id bhawanis@nsdl.co.in
User Group POP-SP

User Type User

Role Id 42

Figure 16

The verifier user shall verify the details captured with the given by POP-SP user and
if found in order, shall authorise the request by selecting the “Authorise’ option and
click on the ,Submit* button. After clicking on submit button system shall prompt

the user to select the Digital Signature Certificate which is shown in below Figure 17

14
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| e 3 Home | Logout
User Maintenance  Error Rectification Module TATA CONSULTANCY SERVICES

Creation Date

Select the Certificate you want to use.

Click View Certificate for Certificate Details.

Authorize  ©
1400558105 14005581

2013-12-17
Issued To Serial No. Expiration Date | Issuer Details Relect

TCS sub-CA ... | 6803BCD39A... | 31-05-2014 :... | CN=TCS sub..

n ] »

OK I Cancel View Certificate
* TATA
: 3
Ohvar

Copyright © 2006 Tata Consultancy Services Ltd,

Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure 17

POP Admin user shall select the Digital Signature Certificate pertaining to the user
currently logged into the CRA system and click on ,OK" button. After that id shall

be authorised and ,Authorisation Successfully* display to POP Admin User which
is shown in below Figure 18:
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Welcome Point of Presence-130015106

Central |

17-Dec-2013

Home | Logout
User Maintenance  Error Rectification Module

< Authorization Successfu)

Authorization/Rejection is successful

Home | ConfactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure 18

If the POP Admin verifier user observes any discrepancy; verifier shall reject the
request by clicking on the ‘Reject” button. On rejection, a message will be displayed.

e On authorization of the request, CRA shall print IPIN and dispatch the same to the
POP-SP’s address registered with CRA.
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5.1.3. Rights Available to POP-SPs associated with Role — A POP in CRA system:

In case of Centralized Mode of operation (i.e. mode ,A") such that Subscriber
Contribution File, MIS file upload and Subscriber maintenance shall be carried out by
POPs. POP-SPs shall have password based authentication for Roles A to view the details
of subscribers, print SOT and handling grievance activities (Logging the grievance on
behalf of subscriber and itself, Resolving the grievance raised against himself and
grievance status view).
Following functionalities shall be available to POP-SPs:

e Subscriber Details View

e Bill Details View

e Statement of Holding View

e Transaction StatementView

e Log Grievance

e Resolve Grievance

e Grievance Status View

e POP-SP user shall select IPIN option and login to CRA system with password based
user ids allotted to by CRA system as shown below in Figure 19:

News Welcome to Central Record-Keeping Agency
/ Subscribers /' Nodal Offices / Other Intermediaries
o I-PIN
- Digital Certificate
iiserit User D 120015104
Password Password  ssssssecccces| |
et st
org word?
Forgot Passwon Eorgot Password?
» Check Grievance Status > Check Grievance Status
» Check Status using Receipt Number » Check Subscriber Registration Status
> Check Subscriber Withdrawal Status
\ clp nstuction Tor Logn ) Help / nstruction for Login
N 4
Home ContactUs | System Configuration Entrust Secured
Figure 19
e On successful login, the home page containing the various menus, as shown below

in Figure 20 will be displayed.
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Welcome Point of Presence - Service Provider-1400391701 17-Dec-2013 Home | Logout
T User Mail Views ~ MIS i i i s1 ission Details
Re-Issue of -PIN, Withdrawal | File Status Viey) Subscriber Modification | Form Submission
Scheme Pré| Log View Upload Details
Change Griey Res Authorize Re-Issu z =
T rievance Re o/Nm-PIN Request Status - View File Stauts View View Submission Status
Request | Grievance Sta”, 0 i-e Reprint ListRegistered I
———————— Subscribers
Intra POP Subscriber ReprintPRAN ——————————— Welcome to Central Recordkeeping Agency
Shift Request Search
Ao Tansacion Request Status \/ Bill Detail View Click here to view list of claim ids awaiting any action
r e Reset |-PIN
Tier-2 Activation —  Subscriberist
v Is Detail - ces without information on funds transfer will be returned. Further, SCFs pending will be deleted after 15 days. For details, Click Here "
Update Subscriber Unfreeezing Statement of Holding
L Statement of Transaction To view the details of funds returned by the Trustee Bank, please Click Here
Update Subscriber Tier-2 e
Details Subscriber Tier-2 Details
Subscriber Shifting Statement of
— Transaction-New
Authorize Subscriber
Shifting
Home Contact Us System Configuration Entrust Secured
Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768,
Figure 20
[

As shown in Figure 20 POP-SP users shall able to view the subscriber details, Bill
details, Statement of Holding and Transaction Statementon clicking on various sub

menus.

6. Centralised Model —Role B and Role C

In case of Role B, the activities of Contribution File Upload, Fund Transfer to Trustee
Bank and consolidated MIS Upload shall be done by POP Operational User and
Subscriber maintenance activities (Update Subscriber Details, Withdrawal Request,
Subscriber Shifting and Tier II activation) shall be done by POP-SP User.

Similarly in Role C, Contribution File Upload, Fund Transfer to Trustee Bank shall be
done by POP operational user and Subscriber maintenance, MIS upload for various
request and handling grievance activities shall be carried out by POP-SPs user. Under
these roles, DSC based login shall be provided to POP-SP to access the CRA system.

6.1. Capturing the request by POP Admin User in CRA system:

POP Admin user (capturer user) shall login to CRA system with DSC base user IDs
allotted to POP by CRA as shown above in Figure 1:
On successful login, the home page containing the various menus, as shown above
in Figure 2 will be displayed.
POP Admin user shall click on the ,User Maintenance' menu and select the option
,Register DSC User'. CRA system shall prompt the POP Admin user to select the
user group, user type and enter the POP-SP Registration Number for which the User
ID to be created in the system as shown in below Figure 21:

17
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Welcome Point of Presence-130015106 19-Dec-2013

Home | Logout
User Maintenance  Error Rectification Module

®  Registration

User Group POP-SP -
User Type User -
Entity Registration No. T —
Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in internet Explorer 7.0 & above or Mozila Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure 21

e POP Admin user shall select user group, user type and enter the POP-SP
Registration Number and click on the ‘Submit’ button. Once the ,Submit* button is
clicked, a screen as shown in below Figure 22 shall be displayed to the POP Admin

user.

_— e I 0000 |
Welcome Point of Presence-130015106 19-Dec-2013 Home | Logout

User Maintenance Error Rectification Module

* Registration of DSC Based User

* Mandatory Fields

Entity Id 14005581

User Name * Bhawani Singh

User Designation Al

User Department CRA

Email Id bhawanis@nsdl.co.in

Certificate Serial Number*  abce1234

Certifying Authority ™ Tata Consultancy Services Certifying Authority -
Role ld* ]
‘ Submit }
N —
Figure 22

e POP Admin user shall enter all the details of POP-SP user (User Name, User
Designation, User Department, Email Id, Certificate Serial Number and Certifying
Authority from drop down menu) and select the role ID as POP has opted (Role B or
Role C). POP Admin user clicks the “Submit’ button. After clicking on submit button

system shall ask to select the Digital Signature Certificate which is shown in below
Figure 23:
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Welcome Point of Presence-130015106

Select s Certificate

User Maintenance Error Rectification Module

TATA CONSULTANCY SERVICES

Issued To

TATA Ll

Select the Certificate you want to use.

> Registration of DSC Based User

Click view Certificate for Certificate Details.

User Department
Email Id
Certificate Serial Number™

Certifying Authority*

Issued B Serial No. Expiration Date | Issuer Details
Entity Id 14005581
2 4 i ] »
User Name Bhawani Singh
= o OK I Cancel View Certificate
User Designation AM

CRA

bhawanis@nsdl.co.in

abcet234

iy
.cnruvam

Copyright & 2006 Tatz Consultancy Services Led,

Tata Consultancy Services Certifying Authority
Role Id* [

Figure 23

POP Admin user shall select the Digital Signature Certificate pertaining to the user
currently logged into the CRA system and click on ,OK" button. After that user ID

shall be created and ,Registered Successfully* display to POP Admin user which is
shown below Figure 24.

Y NSDL

Welcome Point of Presence-130015101

17-Dec-2013

Home | Logout
User Error

ion Module

Registered Sucessfully !!

The User ID is gRIGERRE

Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure 24

6.1.1. Authorisation of the User ids creation in CRA system:

For authorization of user IDs created, POP Admin user (Authoriser user) shall login
to CRA system with the DSC based User Id. POP Admin user shall select the option
,User Maintenance - Authorise User' from the main menu. On selecting the

required option, the screen as shown in Figure 25 below shall be displayed to the
user.
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17-Dec-2013

Home | Logout

Welcome Point of Presence-130015106

User Mail Error ification Module

[ usera | Entyla | __ RoleName | _ Aumiype

Authorize ©
130015118 1200151 POP_Ops_ModA_RoleA 130015101 2013-12-17
Reject  ©
Home | ContactUs | SystemConfiguration | Entrust Secured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure 25

e In Figure 25 POP Admin user shall be able to view the details of POP-SP User on
clicking on the link of ,User Id* and POP-SP User ids details will be displayed, a

screen as shown in below Figure 26:
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Welcome Point of Presence-130015106

17-Dec-2013 Home | Logout

User Maintenance  Error Rectification Module

130015118
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Userld 130015118

User Name

User Designation

User Department

Email Id

User Group

User Type

Role Id

Certifying Authority

Certificate Serial
Number

Bhawani Singh
AsstManager

CRA
bhawanis@nsdl.co.in
POP

User

40

Tata Consultancy Senvices Certifying

Authority
12345abcds

Figure 27

ed

[tion of 1024 X 768.

o The verifier user shall verify the details captured with the given by POP-SP user and
if found in order, shall authorise the request by selecting the “Authorise” option and
click on the ,Submit' button. After clicking on submit button system shall ask to

select the Digital Signature Certificate which is shown in below Figure 28:
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Welcome Point of Presence-130015106 Home | Logout

User Maintenance  Error Rectification Module

Auth Type Created By Creation Date
Authorize | ©)
130015118 1300151 POP_Ops_ModA_RoleA DSC 130015101 2013-12-17 Riect
RO - — P— = ) eje
Select a Certificate == d
7‘1
TATA CONSULTANCY SERVICES hlld
TATA

R Select the Certificate you want to use.
—| Click view Certificate for Certificate Details.

‘ m e

oK I Cancel View Certificate

™A

xanrwam of 1024 X 768
Figure 28

e POP Admin user shall select the Digital Signature Certificate pertaining to the user
currently logged into the CRA system and click on ,OK" button. After that id shall
be authorised and ,Authorisation Successfully* display to POP Admin User which

is shown below in Figure 29:
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Central Recordkeeping Agency

Weicome Point of Presence-130015106 17-Dec-2013 Home | Logout

User Maintenance  Error Rectification Module

< Authorization Successful >

Authorization/Rejection is successful.

Home | ContactUs | SystemConfiguration | EntrustSecured

Best viewed in Internet Explorer 7.0 & above or Mozilla Firefox Ver 3 & above with a resolution of 1024 X 768.

Figure 29

e If the POP Admin verifier user observes any discrepancy; verifier shall reject the
request by clicking on the ‘Reject” button. On rejection, a message will be displayed.

e On successfully authorisation of user ids created in CRA system by POP Admin
User, POP-SP can login into CRA system using the DSC based user IDs after
installation of Digital Signature Certificate on their system.
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6.1.2. Rights Available to POP-SPs associated with Role — B POP in CRA system:

In case of Centralized Mode of operation (i.e. mode ,B") Subscriber Contribution File
upload, MIS file upload activities shall be carried out by POPs. POP-SP shall have DSC
based authentication for Role B to do the Subscriber Maintenance and handling the
grievance activities (Logging the grievance on behalf of subscriber and himself, Resolving
the grievance raised against himself and grievance status view).
Following functionalities shall be available to POP-SPs:

View

e Request Status View

e List of Registered Subscriber

e Bill Details View

e Statement of Holding View

e Transaction Statement View

e Subscriber Tier II Details

Grievance

e Log Grievance

e Resolve Grievance

e Grievance Status View

Transaction

e Withdrawal Request

e Subscriber Shifting Request

e Tier IT activation
Subscriber Details Modification

Subscriber Maintenance

e Reset of IPIN/TPIN

e Authorisation of reset IPIN/TPIN
e Reprint of PRAN

e Authorisation of reprint PRAN

e Request Status View

Authorised Request
e Authorised Subscriber Request

e DPOP-SP user shall select DSC based option and login into CRA system with DSC
based user ids allotted to POP-SP by CRA system as shown in below Figure 30:
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News

Central Recc

A ‘Subscribers Nodal s / Other Intermediaries

- PN
@ Digital Certificate

User ID
UserID 1400391701

Password

Forgot Password?
» Check Grievance Status

> Check Subscriber Registration Status

» Check Grievance Status
» Check Status using Receipt Number

\—plmn S ) —rLSlEmRO )

Home | ContactUs | SystemConfiguration |  Entrust Secured

Best viewed in Internet Exolorer 7.0 & above or Mozila Firefox Ver 2 & above with a resolution of 1024 X 788.

Figure 30
e On successful login, the home page containing the various menus, as shown in

below Figure 31:
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Central Record

Welcome Point of Presence - Service Provider-1400391701

user views  MIS s1 Details

Scheme Fref Log Grievance Requ:Retasue of HPINT- Windcawal | Fle s view Form

Change o Upload Details

ditirul . - view
Initiate wina] TEVaNCE R’”"‘“W‘wﬁ File Stauts View View Submission Status
—_— = % 51 Registerac
Request Grievance Siahis Vie Authorize Repint PR g | O bers Subscriber Modification
;\:"a‘ :or- : Sopit PRAN, Search Subscaber Welcome to Central Recordkeeping Agency
2ques puabeihion ey JIY

ReqUast S1aUS VISW gyt Datan view

Authorize Transadtion Click here to view list of claim ids awaiting any action

ResetkPIN Subscriber-iist
Tier-2 Acwation Subscriber Datalls  statamant of Holding > i ils, Click Here ™
s de Unfresaang =l __ances without information on funds transfer will be returned. Further, SCFs pending will be deleted after 15 days. For details, Click |
g:‘aqlle Sutscriver Statement of Transaction
alis DS TRaE DN To view the details of funds returned by the Trustee Bank, please Click Here
Upcate Subscriver Tier-2 e
Detalls Statement of
Transacton-New
Subscriber Shifting
Authoriza Sudscriber
Shifting

Home | ContactUs | SystemConfguration |  Entrust Secured

Best viewed in internat Explorer 7.0 & abowe or Moz Firefox Ver 3 & above with a resolution 0f 1024 X 788

Figure 31
6.1.3. Rights Available to POP-SPs associated with Role — C POP in CRA system:

In case of Centralized Mode of operation (i.e. mode ,C') such that Subscriber
Contribution File upload and fund transfer to trustee bank shall be carried out by POPs.
POP-SP shall have DSC based authentication for Roles C to do the Subscriber
Maintenance, Daily MIS Upload and handling the grievance activities (Logging the
grievance on behalf of subscriber and himself, Resolving the grievance raised against
himself and grievance status view).

Following functionalities shall be available to POP-SPs:
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View

e Withdrawal Request View

e Search Subscriber

e Request Status View

e List of Registered Subscriber
e Bill Details View

e Statement of Holding View

e Transaction Statement View
e Subscriber Tier II Details
Grievance

e Log Grievance

e Resolve Grievance

e Grievance Status View
Transaction

e Withdrawal Request

e Subscriber Shifting Request
e Authorisation of Transaction
e Tier II activation

e Subscriber Details Modification

Subscriber Maintenance

e Reset of IPIN/TPIN

e Authorisation of reset IPIN/TPIN
e Reprint of PRAN

e Authorisation of reprint PRAN

e Request Status View

MIS Upload

e File Upload

o File Status View

7. User ID creations in case of Decentralised and Quasi Centralised model:

In case of Decentralised and Quasi Centralised model, as the POP-SPs access the CRA system
using DSC based login, the process of creation of POP-SP operational user ids remains the same
as that of Role B/C except the field ‘Role ID’, which will be default in case of decentralized/quasi
centralized models.
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8. Updation of DSC details:

In case of mapping of new DSC to the same user (user ID) due to reasons such as corruption of
existing DSC etc., POP admin user can login and change the DSC details as similar to the process
of mapping DSC at the time of creation of user ID.

9. Deactivation of user ids:

At present, deactivation can be done only at CRA’s end. POP shall send a written request to CRA
for deactivation of POP/POP-SP user ids.

st sk st sk sk sk skoske sk sk sk sk sk skt skoskoskoskok ko skok
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